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HACK THE
ORION CONTROLLER

Delta Electronics (Switzerland) AG in Bern designs and 
manufactures modular power supplies for telecommu-
nication and IT applications. The central component of 
the Delta power supply is the ORION controller, which 
monitors and controls the system. Naturally, very high 
standards of security and reliability must be met, as the 
connected devices will fail in the event of a malfunc-
tion. A penetration test was carried out by Redguard 
AG to assess the security level of the ORION controller.

The ORION Controller
The ORION controller, whose security level was tested in a 
penetration test, is accountable for controlling the power 
supply for critical infrastructure.
For Delta Electronics, it was already clear beforehand that the 
controller’s system worked reliably, and its state complete-
ly fulfilled its tasks. Thus, the focus was on improving and 
optimizing the controller’s processes. For Peter Hofstetter, 
manager of Data Electronics Switzerland, it was crucial to know 
the current security level of the device as well as its strengths 
and weaknesses in order to achieve further improvement.

The optimal solution
In light of the above, a penetration test was the optimal solu-
tion. As a first step, the two sides, Delta Electronics and 
Redguard, met in a kickoff meeting. In close collaboration 
with the client, specific attack scenarios were then developed, 
which were later simulated in Redguard’s computer lab based 
on predefined as well as newly developed attack vectors in or-
der to identify all possible risks. Upon completion of the secu-
rity assessment, Delta Electronics was given a comprehensive 
report detailing all identified vulnerabilities. Redguard’s experts 
illustrated the identified vulnerabilities and proposed corre-
sponding countermeasures, which Delta Electronics promptly 
implemented. 

Founded in Taiwan in 1971, Delta Electronics is the world’s 
largest manufacturer of switched-mode power supplies and 
power supply systems. Delta Electronics has sales offices, 
manufacturing facilities, and development centers all over the 
world. In line with its mission to “offer innovative, clean, and 
energy-efficient solutions for a better future”, Delta is strongly 
committed to environmental protection and develops products 
with exceptionally high energy efficiency.

In 2018, Delta Electronics had Redguard AG perform a pen-
etration test on its ORION controller. The test focused on 
aspects such as the unauthorized changing of configuration 
settings via the controller interface and the abuse of controllers 
by remote attackers.



Bern Eigerstrasse 60   •   Zürich Thurgauerstrasse 36/38   •   T +41 (0)31 511 37 50   •   contact@redguard.ch   •   www.redguard.ch

In order to discuss the identified risks and provide Delta’s 
management with an overview, a presentation was organized 
on site in which the testers explained the most important find-
ings from the penetration test.

Why protection is so important
The question “Why does hardware have to be tested?” is 
an easy one to answer. The ORION controller is located in 
a room with many different operators, therefore, protection 
against sabotage is of utmost importance. An attack by a 
competitor’s service technician represents a possible threat. 
Testing the hardware for potential vulnerabilities can help 
Delta identify unauthorized changes to the configuration, for 
instance. A comprehensive test gives Redguard a first over-
view of all sabotage possibilities. Any identified vulnerabili-
ties can be remediated immediately—this increases hardware 
security and thus the business value of Delta Electronics and 
their customers. 

Collaboration with Redguard
Delta Electronics wanted to find out how well their controller—
consisting of software and hardware components—performed 
in terms of security. Delta Electronics eventually opted for 
Redguard’s customized offer. Delta was aware that poten-
tial vulnerabilities in the product would be detected. Regular 
targeted testing would allow Delta Electronics to offer its 
customers a more secure product and thus to stand out from 
the competition. The management wanted Redguard’s testers 
to provide comprehensive answers to the following questions: 

“Where do we stand today?”, “Where do we go from here?” 
and “How do we get there?”. Redguard’s in-depth report dealt 
with these questions and proposed targeted solutions to be 
implemented. 
“The collaboration has been excellent from the outset, with 
full consideration of the requirements throughout,” says Jer-
emy Singy from Delta Electronics. “There was continuous 
communication between the testers and project managers 
during the entire project. The penetration test revealed no critical 
issues that could have compromised our system. Nonetheless, 
Redguard’s experts identified some vulnerabilities and pro-
posed corresponding countermeasures. With the subsequent 
improvements of Redguard Delta Electronics were able to 
make the ORION controller even more secure.

“The security of our products as the backbone of our 
clients’ communication systems is crucial to us. There-
fore, carrying out a thorough assessment with the help 

of a professional partner is a must.”

Peter Hofstetter, Managing Director
Delta Electronics (Switzerland) AG 
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